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Greetings state, local, tribal, and territorial government partners,

 

Note: CISA will update this Alert with more information as it becomes available.

As of 1130am EST July 19, 2024: 

 

CISA is aware of the widespread outage affecting Microsoft Windows hosts due to an issue with a recent CrowdStrike
update and is working closely with CrowdStrike and federal, state, local, tribal and territorial (SLTT) partners, as well as
critical infrastructure and international partners to assess impacts and support remediation efforts. CrowdStrike has
confirmed the outage:

Impacts Windows 10 and later systems.
Does not impact Mac and Linux hosts.
Is due to the CrowdStrike Falcon content update and not to malicious cyber activity.

 

According to CrowdStrike, the issue has been identified, isolated and a fix has been deployed. CrowdStrike customer
organizations should reference CrowdStrike guidance and their customer portal to resolve the issue.

Of note, CISA has observed threat actors taking advantage of this incident for phishing and other malicious activity. CISA
urges organizations and individuals to remain vigilant and only follow instructions from legitimate sources. CISA
recommends organizations to remind their employees to avoid clicking on phishing emails or suspicious links.
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Information may be distributed without restriction, subject to standard copyright rules.

 

Please send all opt out requests to info@cisecurity.org.

 

This message and attachments may contain confidential information. If it appears that this message was sent to you by mistake, any
retention, dissemination, distribution or copying of this message and attachments is strictly prohibited. Please notify the sender
immediately and permanently delete the message and any attachments.

 
This message and attachments may contain confidential information. If it appears that this message was sent to you by
mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly prohibited.
Please notify the sender immediately and permanently delete the message and any attachments.
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