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				Multifactor Authentication (MFA) for EPC and BEAR



	July 27, 2020



	You are receiving this email because we have added a step to the login process for accessing the E-rate Productivity Center (EPC) and/or the BEAR Form.

USAC has added multifactor authentication (MFA) to increase the security of Universal Service Fund (USF) IT applications. MFA is a method of authenticating a computer user during the login process by requiring the user to enter two or more separate pieces of information, such as a password known to the user and a code we generate and send to the user to enter in order to gain access.

General information

We have created One Portal accounts for EPC users under their EPC usernames, and for BEAR Form filers who are not EPC users under their BEAR Form email address. All users will now log in to One Portal using the blue Sign In button at the top of the main page of the USAC website.

NOTE: Some EPC users have designated a primary email address – an email address different from their EPC username – where they want to receive notifications from EPC. For these users, we are sending this email to both their EPC username and their primary email address, but their One Portal account will be set up under their EPC username.

For the short term, BEAR Form filers will need to retain their BEAR login information – Billed Entity Number (BEN), Personal Identification Number (PIN), email address, and last name – in order to log in to the BEAR Form. Your One Portal username will not populate in the BEAR Form. Also, you only need one BEAR Form entitlement to access the BEAR Form login screen, even if you file BEAR Forms for more than one billed entity.
How to log in to One Portal for the first time

Here are the steps to log in to One Portal and update your account:
1. Go to the USAC website and click the blue Sign In button at the top of the page.
[image: ]
1. Click the Continue button at the bottom of the instructions page.
[image: ]

1. On the following page, click Forgot Password. [ You don’t need to enter your username and Password at this stage.]
[image: ]
1. Enter your username (your email address) and click Reset via Email.
[image: ]

1.  We will send you an email with a link to reset your password. The link will be good for only one hour. You can click the link or copy and paste it into your browser.
[image: ]
1.  You will be prompted to create a password, and then re-enter it. Your password must be at least eight characters and include one lowercase letter, one uppercase letter, one number, and one special character (e.g., !, @, #, $, %, &, or =). Then click Reset Password.
[image: ]
Once the password has been reset, you can return to the Sign In by clicking the Back to Login button.
[image: ]
1. Click Sign In. In the near future, this sign in step will include acceptance of the consolidated terms and conditions of use. Users who are not presented with these terms and conditions when they first log in to One Portal will be required to accept them once the terms and conditions have been deployed.
[image: ]
1. We will send a verification code to your email address. The code will be good for only ten minutes. Navigate to your email (don’t close your browser) to get the code, then return to your browser window, enter the code in the field provided, and click Verify.
The verification code email provides the following information:
[image: ]
The emailed verification code gets entered in the “Enter passcode” field.
[image: ]
1. You will then go to your dashboard (if you access more than one application) or a pop-up (if you access only one application).
[image: ]
1. At this point, we suggest that you choose Manage Account Settings to provide additional account setup information. For example, you can provide a cell phone number or alternative email address to receive your verification code when you log in the next time.
[image: ]
Note that your Manage Account Settings link appears in a popup message if you only have access to one USAC application, or a link in a dashboard if you have access to multiple applications. Check to be sure that you have access to all of the applications that you previously used.
If you have any issues, you can call our Client Service Bureau at (888) 203-8100 from 8:00 am to 8:00 pm EDT on weekdays.
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		Need Help? Contact Us!
For questions about the E-rate Program, contact the Client Service Bureau at (888) 203-8100.
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EPC users and BEAR Form filers: If this is your first time logging in to One Portal, please read this information
carefully.

USAC has added multifactor authentication (MFA) to increase the security of our Universal Service Fund (USF) IT applications.
The firsttime you sign into an application, the system will prompt you to set up MFA for your account. To do this:

1. Clickthe blue Continue button below.

2. Click the Forgot Password link

3. Enteryour Usemame (your email address) and click Reset via Email

4. When you receive the email, click the link to create a password. Your password must be at least eight characters long
and include one lowercase letter, one uppercase letter, one number, and one special character.

5. Accept the system’s terms of use and click Sign In.

6. On the next page, confirm the email associated with your account and click Send Email.

7. Checkyour email for a verification code.

8. Enterthe code and click Verify.

After logging in, you will see USAC's new single portal application dashboard if you have access to more than one application.
On this page you can access all of the USF applications associated with your login. This means users no longer have to sign
into multiple applications to interact with different USF programs.

From the dashboard, you can visit the "Settings” page to add a cell phone number to your account. This will allow you to
receive verification codes via either email or text message when you log in in the future.

To learn more about USAC's MFA and to find a list of all USF IT applications included in the single portal, visit USAC's website.

If you cannot access the email associated with your account and need to set up a new log in, please contact your
organization's USF administrator. If you need to reset your password, click the "forgot password” link. More detsiled

instructions are available in this video.
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